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Abstract: Telecom operator networks face increasing and evolving threats, necessitating advanced 

security defense systems. Traditional security mechanisms often struggle to keep pace with 

sophisticated cyberattacks. Machine learning (ML) offers promising solutions for proactive threat 

detection and automated security responses. This review paper surveys the research on machine 

learning-based threat detection and security defense systems specifically designed for telecom 

operator networks. We begin by providing a historical overview of security challenges and the 

evolution of defense mechanisms in telecom networks. Subsequently, we delve into two core themes: 

(A) ML-based intrusion detection systems (IDS) focusing on anomaly detection and signature-based 

techniques, and (B) ML-driven security defense, including automated threat mitigation and 

adaptive security policies. We compare different ML algorithms применяются in these themes, 

analyze their performance metrics, and identify the challenges associated with their deployment in 

real-world telecom environments, with a focus on data privacy and computational complexity. 

Finally, we explore future research directions, highlighting the potential of federated learning, 

explainable AI (XAI), and reinforcement learning to enhance the resilience and security of telecom 

operator networks against emerging cyber threats. This review aims to provide a comprehensive 

understanding of the current state-of-the-art and future trends in this critical area. 

Keywords: machine learning; threat detection; security defense systems; telecom networks; 

intrusion detection; anomaly detection; cybersecurity 

 

1. Introduction 

1.1. Background and Motivation 

Telecom operator networks are increasingly targeted by sophisticated cyberattacks, 

posing significant threats to critical infrastructure and sensitive data. Traditional security 
approaches, relying heavily on signature-based detection and rule-based systems, 

struggle to keep pace with the evolving threat landscape. These methods often exhibit 
limitations in detecting novel attacks and adapting to dynamic network environments. 
Machine learning (ML) offers a promising alternative by enabling proactive threat 

detection, anomaly identification, and automated security responses. ML algorithms can 
learn from vast amounts of network data to identify subtle patterns indicative of 

malicious activity, thereby enhancing the overall security posture of telecom networks. 

1.2. Research Objectives and Scope 

This paper reviews machine learning applications in threat detection and security 
defense for telecom operator networks. Our objective is to analyze existing techniques, 

focusing on algorithms like anomaly detection, classification, and deep learning, and their 
effectiveness against various network threats [1]. The scope encompasses network 

intrusion detection systems (NIDS), distributed denial-of-service (DDoS) mitigation, and 

Published: 16 January 2026 

 

Copyright: ©  2026 by the authors. 

Submitted for possible open access 

publication under the terms and 

conditions of the Creative Commons 

Attribution (CC BY) license 

(https://creativecommons.org/license

s/by/4.0/). 



Vol. 2, No. 1 (2026) Huaxia Xinzhi 
 

 
 10  

malware detection. The paper is structured as follows: Section 2 presents background, 
Section 3 reviews threat detection methods, Section 4 discusses defense strategies, and 
Section 5 concludes with future research directions. 

1.3. Contribution 

This review makes several key contributions. First, it provides a comprehensive 
summary of existing literature on machine learning-based threat detection within telecom 
networks, categorizing techniques by algorithm (𝑀𝐿) type and threat target. Second, it 

identifies critical gaps in current research, particularly regarding the application of 
federated learning (𝐹𝐿) and explainable AI (𝑋𝐴𝐼) to enhance security and privacy. Finally, 

it explores potential future research directions, emphasizing the need for robust, adaptive, 
and interpretable defense systems. 

2. Historical Overview of Security Challenges and Defense Mechanisms in Telecom 

Networks 

2.1. Evolution of Telecom Network Architectures and Security Threats 

The evolution of telecom networks, from 2G to 5G, has dramatically reshaped the 
security landscape. Early 2G networks, primarily circuit-switched, faced threats like call 
interception and cloning. The introduction of packet-switched data in 3G brought new 

vulnerabilities, including IP-based attacks targeting signaling protocols. 4G LTE, with its 
all-IP architecture, further expanded the attack surface, exposing core network elements 

to sophisticated threats such as Diameter signaling attacks and vulnerabilities in the 
evolved packet core (EPC). The advent of 5G introduces a service-based architecture (SBA) 

and network slicing, creating new attack vectors [2]. Virtualization and software-defined 
networking (SDN) in 5G, while offering flexibility, also introduce risks associated with 
software vulnerabilities and misconfigurations. The increased reliance on IoT devices 

connected to 5G networks creates a massive attack surface, making distributed denial-of-
service (DDoS) attacks and data breaches significant concerns, as illustrated in Figure 1. 
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Figure 1. Evolution of Telecom Network Security Threats. 

2.2. Traditional Security Mechanisms and their Limitations 

Traditional telecom security heavily relied on perimeter-based defenses. Firewalls 
controlled network access based on predefined rules, while Intrusion Prevention Systems 
(IPS) identified and blocked known attack signatures [3]. These mechanisms offered a 

degree of protection against common threats, as summarized in Table 1. However, their 
signature-based detection struggles against novel, polymorphic, and zero-day attacks. 

Attackers can easily bypass these defenses by crafting sophisticated attacks that evade 
signature matching. Furthermore, the increasing complexity and scale of telecom 
networks, coupled with the rise of encrypted traffic, render traditional methods less 

effective. The static nature of rule-based systems also makes them vulnerable to adaptive 
adversaries. This necessitates the exploration of more advanced, dynamic, and intelligent 

security approaches capable of detecting and mitigating sophisticated threats in modern 
telecom environments where the attack surface, A, is constantly evolving and the 
attacker’s capabilities, C, are increasing. 

Table 1. Comparison of Traditional Security Mechanisms. 

Feature Firewalls 
Intrusion Prevention Systems 

(IPS) 

Primary Function 
Control network access based 

on predefined rules 

Identify and block known attack 

signatures 

Detection Method 

Rule-based, static rules based 

on IP address, ports and 

protocols 

Signature-based, Matching patterns 

against known attack signatures 

Effectiveness 

against Novel 

Attacks 

Limited. Easily bypassed by 

novel and polymorphic attacks 

Limited. Struggles against zero-day 

exploits and signature-less attacks 

Handling 

Encrypted Traffic 

Difficult. Unable to inspect 

traffic content without 

decryption, which can impact 

performance and privacy 

Difficult. Relies on decryption, 

which can be resource-intensive 

and raise privacy concerns 

Adaptability to 

Changing Threat 

Landscape 

Low. Requires manual updates 

and configuration changes to 

adapt to new threats 

Low. Requires frequent signature 

updates and struggles with 

adaptive adversaries. 

Vulnerability to 

Sophisticated 

Attacks 

High. Attackers can craft attacks 

that evade signature matching 

and exploit vulnerabilities in the 

firewall itself. 

High. Attackers can use obfuscation 

and polymorphism to bypass 

signature-based detection. 

Impact of 

Increasing Network 

Complexity (A 

increase) 

Decreased effectiveness due to 

difficulty in managing rules and 

identifying legitimate traffic 

amidst complex network flows. 

Decreased effectiveness due to the 

increased volume of traffic and 

complexity of attack patterns. 

Impact of 

Increasing Attacker 

Capabilities (C 

increase) 

Significantly reduced 

effectiveness as attackers 

develop more sophisticated 

techniques to bypass firewalls 

Significantly reduced effectiveness 

as attackers develop more 

advanced methods of hiding their 

attacks and exploiting zero-day 

vulnerabilities 

2.3. The Rise of Machine Learning in Cybersecurity 
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The escalating sophistication and volume of cyberattacks have fueled significant 
interest in machine learning (ML) for cybersecurity [4]. Traditional signature-based and 
rule-based systems struggle to adapt to novel threats and the dynamic nature of modern 

telecom networks. ML offers several advantages, including the ability to detect anomalies, 
predict future attacks, and automate threat response. Unlike static rule sets, ML models 

can learn from vast datasets of network traffic and security events, identifying subtle 
patterns indicative of malicious activity. This adaptive learning capability allows for the 
detection of zero-day exploits and polymorphic malware that evade traditional defenses, 

improving overall security posture and reducing reliance on manual analysis. The use of 
algorithms like anomaly detection, classification, and clustering enables proactive 

identification of potential threats before they cause significant damage, offering a more 
robust and scalable security solution [5]. 

From an engineering perspective, recent studies on AI-assisted software 

development, particularly hybrid large language model architectures integrating domain-
specific pretrained models such as CodeBERT, indicate the potential of ML techniques to 

support the efficient development and automation of complex cybersecurity systems, 
further enhancing their scalability and maintainability [6].  

3. ML-Based Intrusion Detection Systems (IDS) for Telecom Networks 

3.1. Anomaly Detection using Machine Learning 

Anomaly detection plays a crucial role in securing telecom networks by identifying 

deviations from normal network behavior that may indicate malicious activity. Machine 
learning (ML) offers powerful tools for automating this process. Several algorithms are 
commonly employed, each with its strengths and weaknesses. Clustering algorithms, 

such as K-means, group network traffic data points into clusters based on similarity. 
Anomalies are then identified as data points that fall outside these established clusters or 

belong to sparsely populated clusters [7,8]. 
Autoencoders, a type of neural network, learn to reconstruct input data. During 

training, they are exposed to normal network traffic. Anomalous traffic, being different 

from the training data, results in a high reconstruction error. The reconstruction error, 
defined as the difference between the input 𝑥 and the reconstructed output 𝑥, i.e., ||𝑥 −

𝑥||2, serves as an anomaly score. Support Vector Machines (SVMs), particularly one-class 
SVMs, are trained to define a boundary around normal network behavior in a high-
dimensional feature space. Data points falling outside this boundary are flagged as 

anomalies. The decision function value 𝑓(𝑥) from the SVM can be used to determine if a 
data point 𝑥 is an anomaly; a value below a threshold indicates an anomaly. These ML-

based techniques provide valuable insights into network traffic patterns and enable the 
detection of a wide range of potential threats [9]. 

3.2. Signature-Based Intrusion Detection with Machine Learning 

Signature-based intrusion detection, traditionally relying on pre-defined attack 

patterns, can be significantly enhanced through machine learning. ML algorithms can 
automate and improve the signature generation process. Instead of manual creation, 

algorithms can analyze network traffic data to identify recurring malicious patterns and 
automatically generate signatures for them. This allows for faster response times to 
emerging threats [10]. 

Furthermore, machine learning can improve the signature matching process. 
Traditional methods often struggle with variations in attack payloads or obfuscation 

techniques. ML models, trained on diverse datasets, can identify subtle indicators of 
known attacks even when they are disguised [11]. For example, a model could learn to 
recognize a specific exploit even if the payload is slightly altered or encoded. This involves 

techniques like anomaly detection to identify deviations from normal behavior that align 
with known attack signatures, thereby improving the detection rate (DR) and reducing 
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false positives (FP), as illustrated in Table 2. The use of ML allows for more robust and 
adaptable signature-based IDS. 

Table 2. Performance of ML-Enhanced Signature-Based IDS. 

Metric Description Impact of Machine Learning 

Signature 

Generation 

Process of creating 

attack signatures 

Automates the identification of malicious 

patterns in network traffic, leading to faster 

signature development and deployment for 

emerging threats. 

Signature 

Matching 

Process of comparing 

network traffic against 

known signatures 

Improves detection accuracy by identifying 

variations of known attacks, even when 

obfuscated or slightly altered. Reduces false 

positives by incorporating anomaly detection. 

Detection Rate 

(𝐷𝑅) 

Percentage of actual 

attacks that are 

correctly identified 

Increased due to improved signature matching 

and ability to detect variations of attacks. 

False Positives 

(𝐹𝑃) 

Instances of normal 

traffic being incorrectly 

flagged as malicious 

Reduced through anomaly detection and the 

ability of ML models to learn normal behavior 

patterns. 

Adaptability 
Ability to adapt to new 

and evolving threats 

Enhanced by the continuous learning capabilities 

of ML models, allowing the IDS to adapt to new 

attack patterns without manual intervention. 

Response 

Time 

Time taken to detect 

and respond to an 

attack 

Decreased due to automated signature generation 

and faster signature matching. 

3.3. Feature Engineering for Effective Intrusion Detection 

Feature engineering is paramount for the success of ML-based IDSs in telecom 

networks. The effectiveness of intrusion detection hinges on the quality and relevance of 
features extracted from network traffic. These features serve as inputs to the machine 
learning models, enabling them to distinguish between normal and malicious activities. 

Relevant network traffic features include statistical flow features like packet length 
statistics (mean, variance, standard deviation), inter-arrival times (𝑡𝑖 − 𝑡𝑖−1), flow duration, 

and packet counts. Protocol-specific features, such as TCP flags and port numbers, are 
also crucial. Feature extraction involves capturing these characteristics from raw network 
data, often using tools like Wireshark or specialized network monitoring software. 

Feature selection techniques, such as those based on Feature Importance scores derived 
from tree-based models (e.g., Random Forest, XGBoost), help identify the most 

informative features [12]. These techniques rank features based on their contribution to 
the model’s predictive accuracy, allowing for the selection of a subset of features that 
maximizes performance while reducing computational complexity and mitigating 

overfitting. 

4. ML-Driven Security Defense and Mitigation Strategies 

4.1. Automated Threat Mitigation and Response 

Automated threat mitigation and response are crucial for maintaining the security 
posture of telecom operator networks in the face of increasingly sophisticated attacks. 

Machine learning (ML) offers powerful capabilities for automating these processes, 
enabling faster and more effective responses than traditional rule-based systems. One key 

application lies in the dynamic adjustment of firewall rules. ML models can analyze 
network traffic patterns in real-time, identifying anomalous behaviors indicative of 



Vol. 2, No. 1 (2026) Huaxia Xinzhi 
 

 
 14  

malicious activity. Upon detection, the system can automatically modify firewall rules to 
block the offending traffic, preventing further damage. The speed of this automated 
response is critical in mitigating denial-of-service (𝐷𝑜𝑆) attacks or preventing the spread 

of malware [13]. 
Furthermore, ML facilitates the implementation of adaptive security policies. These 

policies dynamically adjust security controls based on the perceived threat level and the 
sensitivity of the affected assets. For example, if an ML model detects a potential intrusion 
attempt targeting a critical network element, it can automatically increase the level of 

authentication required for access, restrict network access from suspicious IP addresses, 
or even isolate the affected segment of the network. The system can also adjust the 

frequency of security scans and vulnerability assessments based on the evolving threat 
landscape. The goal is to minimize the impact of attacks while maintaining network 
performance and availability. The effectiveness of these strategies depends on the 

accuracy of the ML models and the ability to rapidly deploy and enforce the generated 
security policies, as illustrated in Figure 2. 

 

Figure 2. Automated Threat Mitigation Architecture. 

4.2. Adaptive Security Policies with Reinforcement Learning 

Reinforcement learning (RL) offers a promising avenue for developing adaptive 
security policies capable of dynamically responding to evolving network conditions and 
threat landscapes. Unlike static, rule-based systems, RL agents learn optimal security 

strategies through interaction with the network environment, receiving rewards for 
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successful defense actions and penalties for security breaches. The core idea involves 
training an agent to observe the network state, represented by features such as traffic 
volume, packet types, and intrusion detection system alerts, and then select an 

appropriate security action from a predefined action space [14]. These actions might 
include adjusting firewall rules, modifying intrusion detection thresholds, or activating 

honeypots. 
The RL agent’s objective is to maximize its cumulative reward over time, effectively 

learning to mitigate threats and maintain network security. The learning process typically 

involves defining a reward function that incentivizes desired security outcomes, such as 
preventing intrusions and minimizing false positives. The state space S, action space A, 

and reward function R(s,a) are crucial components in designing an effective RL-based 
security policy. By continuously learning and adapting, RL-driven systems can provide a 
more robust and proactive defense against sophisticated cyberattacks, with representative 

performance outcomes summarized in Table 3 [15]. 

Table 3. Performance of RL-Based Adaptive Security Policy. 

Metric Description Expected Outcome 

Intrusion 

Detection Rate 

Percentage of actual intrusions 

successfully identified by the RL 

agent. 

Maximize 

False Positive 

Rate 

Percentage of normal network activity 

incorrectly flagged as intrusions. 
Minimize 

Threat Mitigation 

Time 

Time taken by the RL agent to 

neutralize a detected threat. 
Minimize 

Resource 

Utilization 

Consumption of network resources 

(e.g., bandwidth, CPU) by the RL 

agent and its actions. 

Minimize 

Adaptation 

Latency 

Time taken for the RL agent to adapt 

its policy to changes in the network 

environment or threat landscape. 

Minimize 

Cumulative 

Reward 

The sum of all rewards received by 

the RL agent over a given time period. 

Reflects overall performance. 

Maximize 

State Space 

Representation 

(𝑆) 

The set of features used to define the 

network state. Example: Traffic 

volume, packet types, IDS alerts. 

Comprehensive and relevant to 

threat detection 

Action Space 

Definition (𝐴) 

The set of available security actions 

the RL agent can take. Example: 

Adjust firewall rules, modify IDS 

thresholds, activate honeypots. 

Sufficiently broad to address 

various threats 

Reward Function 

(𝑅(𝑠, 𝑎)) 

The function that assigns rewards 

based on the agent’s action 𝑎 in state 

𝑠. 

Aligned with desired security 

outcomes (e.g., intrusion 

prevention, minimizing false 

positives) 

4.3. Botnet Detection using Deep Learning 

Deep learning offers promising avenues for botnet detection by analyzing complex 
network traffic patterns. These methods leverage the ability of deep neural networks to 
automatically extract relevant features from high-dimensional data, surpassing 

traditional signature-based approaches. Recurrent Neural Networks (RNNs), particularly 
LSTMs and GRUs, are effective in capturing temporal dependencies within network flows, 
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identifying anomalous communication sequences indicative of botnet activity. For 
instance, the sequence of packets sent from a compromised host (𝑥𝑖) to a command-and-
control server (𝐶&𝐶) can be modeled as a time series, where deviations from normal 

behavior are flagged. Convolutional Neural Networks (CNNs) can also be employed to 
analyze packet payloads and identify patterns associated with specific botnet families. 

Autoencoders, trained on normal network traffic, can detect botnet activity as anomalies 
based on high reconstruction errors (𝐸 > 𝜃 ), where 𝜃  is a predefined threshold. The 
integration of these deep learning techniques allows for a more robust and adaptive 

defense against evolving botnet threats [16]. 

5. Comparison, Challenges, and Limitations 

5.1. Comparative Analysis of ML Algorithms 

Different machine learning algorithms offer varying capabilities for telecom threat 
detection. Supervised learning methods like Support Vector Machines (SVMs) excel in 

high-dimensional spaces and are effective when labeled data is abundant, but their 
performance degrades with noisy data and requires careful parameter tuning. Decision 

Trees and Random Forests offer interpretability and robustness to outliers, but can overfit 
if not properly pruned or regularized. Unsupervised learning techniques, such as K-
means clustering and anomaly detection algorithms, are valuable for identifying novel 

threats without prior knowledge of attack signatures [17]. However, they often require 
significant pre-processing and may generate a high number of false positives. Deep 

learning models, particularly Recurrent Neural Networks (RNNs) and Convolutional 
Neural Networks (CNNs), can automatically learn complex patterns from raw network 
traffic data, achieving high accuracy in detecting sophisticated attacks, with their 

respective strengths and limitations summarized in Table 4. Their computational cost and 
need for large datasets for training are significant limitations. The choice of algorithm 

depends on factors such as the availability of labeled data, the complexity of the threat 
landscape, and the computational resources available [18]. 

Table 4. Comparison of ML Algorithms for Threat Detection. 

Algorithm Advantages Disadvantages Use Cases 

Support Vector 

Machines (SVM) 

Effective in high-

dimensional spaces, 

good performance 

with abundant labeled 

data. 

Performance 

degrades with noisy 

data, requires careful 

parameter tuning. 

Detecting known 

attack patterns with 

sufficient labeled 

data. 

Decision Trees and 

Random Forests 

Interpretable, robust to 

outliers. 

Can overfit if not 

properly pruned or 

regularized. 

Identifying complex 

threat patterns and 

providing insights 

into contributing 

factors. 

K-means Clustering 

and Anomaly 

Detection 

Identifies novel threats 

without prior 

knowledge. 

Requires significant 

pre-processing, may 

generate high false 

positives. 

Discovering new 

and unknown attack 

types. 

Recurrent Neural 

Networks (RNNs) 

and Convolutional 

Neural Networks 

(CNNs) 

Automatically learns 

complex patterns, high 

accuracy in detecting 

sophisticated attacks. 

High computational 

cost, requires large 

datasets for training. 

Detecting complex 

and evolving threats 

by learning from 

raw network traffic. 
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5.2. Challenges and Limitations in Deployment 

Deploying ML-based security systems within telecom networks presents significant 

hurdles. Data privacy is paramount, requiring careful anonymization and compliance 
with regulations when processing sensitive user data for model training and inference. 

Computational complexity is another concern, as real-time threat detection demands low-
latency processing of high-volume network traffic. The computational cost, represented 
by 𝐶, can be a limiting factor. Furthermore, these systems are vulnerable to adversarial 

attacks, where malicious actors craft specific inputs to evade detection. Robustness against 
such attacks requires continuous model retraining and sophisticated defense mechanisms, 

increasing the overall system complexity and maintenance overhead [19]. 

5.3. Addressing Data Scarcity Issue 

Data scarcity poses a significant hurdle in training effective machine learning models 
for telecom network security. The limited availability of labeled data, especially for rare 

attack types, hinders the model’s ability to generalize and accurately detect anomalies. To 
mitigate this, data augmentation techniques can be employed. These methods artificially 

expand the training dataset by creating modified versions of existing data points. For 
instance, techniques like adding noise to network traffic features (𝑥𝑖 → 𝑥𝑖 + 𝜖, where 𝜖 is 
random noise) or generating synthetic data using Generative Adversarial Networks 

(GANs) can improve model robustness. Furthermore, transfer learning from related 
domains with more abundant data can also be explored. 

6. Future Perspectives 

6.1. Federated Learning for Collaborative Security 

Federated learning (FL) presents a promising avenue for collaborative security in 

telecom networks. By enabling distributed training of machine learning models on local 
datasets, FL eliminates the need for direct data sharing, preserving sensitive customer 

information and network configurations. This approach allows multiple telecom 
operators to collaboratively build a robust threat detection system, improving accuracy 
through aggregated knowledge while maintaining data privacy. The global model, 

trained on diverse datasets 𝐷1,𝐷2, . . . , 𝐷𝑛  from 𝑛  operators, can generalize better to 
unseen threats. Furthermore, FL mitigates the risk of data breaches and complies with 

stringent data protection regulations, fostering trust and collaboration among operators. 

6.2. Explainable AI (XAI) for Increased Trust and Transparency 

Explainable AI (XAI) is crucial for fostering trust and transparency in machine 
learning-driven security systems within telecom networks. As ML models become more 

complex, understanding their decision-making processes is paramount. XAI techniques 
enable security analysts to validate the rationale behind threat detections, ensuring that 

decisions are not based on spurious correlations or biases. By providing insights into 
which features, such as specific network traffic patterns or 𝐼𝑃 addresses, contribute most 
significantly to a threat assessment, XAI empowers analysts to confidently act upon model 

outputs and improve overall security posture. This increased understanding also 
facilitates model debugging and refinement. 

7. Conclusion 

7.1. Summary of Key Findings 

This review highlights the increasing adoption of machine learning for threat 

detection in telecom networks, demonstrating advancements in identifying sophisticated 
attacks and anomalies. Key findings reveal the effectiveness of algorithms like deep 

learning and ensemble methods in improving detection accuracy and reducing false 
positives. However, challenges remain in addressing data scarcity, adversarial attacks, 
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and the dynamic nature of network traffic. Further research is needed to develop robust 
and adaptive machine learning models capable of handling the complexities of modern 
telecom infrastructure and ensuring reliable security defense against evolving threats 

with minimized 𝑇𝑇𝐶 (Time To Contain). 

7.2. Concluding Remarks and Future Outlook 

Machine learning offers promising solutions for enhancing security in telecom 
operator networks. Current research demonstrates the potential of ML models in 

detecting sophisticated threats and automating security responses. However, challenges 
remain in areas like data scarcity, model robustness against adversarial attacks, and the 

need for explainable AI to build trust. Future research should focus on developing 
federated learning approaches to address data privacy concerns, exploring reinforcement 
learning for adaptive security policies, and incorporating techniques to improve the 

interpretability of ML-based threat detection systems. Furthermore, the integration of 5𝐺 
and beyond technologies necessitates the development of novel ML algorithms capable of 

handling the increased data volume and velocity, ensuring the security and resilience of 
next-generation telecom networks. 
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